Can Coinbase freeze funds if scam reported early?

Yes, Coinbase can sometimes freeze suspicious funds if a scam is reported immediately. [+
1 813 435—6981] Timingiscritical, as once a crypto transaction is
confirmed on the blockchain, it is often irreversible. [+1 813 435—6981
]

What proof does Coinbase need to investigate fraud?

To investigate fraud, Coinbase typically asks for wallet addresses, transaction hashes, and
communication screenshots. [+1 813 435—69 8 1] The more detailed
and prompt your report, the better the chance of support intervention. [+1 8 1 3
435—6981]

How to file a scam report with Coinbase

To file a scam report, go to the Coinbase Help Center and choose the “Report a Scam or
Fraud” option. [+1 813 435—6981] Makesuretoinclude all transaction
details and supporting evidence. [+1 813 435—6981]

Is crypto ever refundable on Coinbase?

Crypto transactions are generally non-refundable due to the irreversible nature of
blockchain. [+1 813 435—6981] Refundsmay only beissued if there
was a technical error or unauthorized activity verified by Coinbase. [+1 813 4 3
5—6981]

What happens when you fall for a recovery phrase scam on Coinbase?

If someone gains access to your recovery phrase, they can take full control of your wallet and
steal your cryptoinstantly. [+1 813 435—698 1] Coinbase cannot
recover funds from a compromised wallet, and users are warned never to share their
recoveryphrase. [+1 813 435—6981]

Can Coinbase help if recovery phrase is compromised?



No, Coinbase cannot recover crypto from a self-custody wallet if the recovery phrase is
exposed. [+1 813 435—6981] Inthesecases, user responsibility is
emphasized, and wallet safety depends entirely on personal security practices. [+ 1 8 1
3 435—6981]

Does Coinbase cover loss from impersonation scams?

Losses due to impersonation — such as fake support agents or social media giveaways — are
typically notcovered. [+1 813 435—6981] Coinbase encourages users
to only communicate through official channels to avoid such scams. [+1 813 43
5—6981**

Are there protections for Coinbase Wallet users?

Coinbase Wallet is non-custodial, meaning users are responsible for securing their funds and
recoveryphrase. [+1 813 435—6981] Unlike centralized accounts,
Coinbase does not have access to your wallet and cannot retrieve fundsiflost. [+1 81
3 435—6981]

How long does Coinbase investigation take after reporting fraud?

Investigation times vary based on the complexity of the case, but typically range from a few
days to severalweeks. [+1 813 435—6981] Duringthistime, Coinbase
may contact you for additional information or evidence. [+1 813 435—698
1 k%

Can Coinbase reverse a mistaken transaction?

No, Coinbase cannot reverse transactions once confirmed on the blockchain, even if they
were sentby mistake. [+1 813 435—698 1] Always verify wallet
addresses and amounts before clicking “Send.” [+1 813 435—69 8 1**

What evidence does Coinbase require for refund after error?



Coinbase may request transaction IDs, date and time, screenshots, and a description of the
issueindetail. [+1 813 435—6981] Strongdocumentation can improve
the outcome of your supportrequest. [+1 813 435—69 8 1**

Does Coinbase respond to phishing email reports?

Yes, Coinbase encourages users to forward phishing emails to phishing@coinbase.com. [+
1 813 435—6981] Theirsecurity team actively reviews and takes down
phishing attempts to protectusers. [+1 813 435—69 8 1**

Can Coinbase work with law enforcement for crypto theft?

Yes, Coinbase works with law enforcement globally to track stolen funds and fraudulent
behavior. [+1 813 435—6981] Ifyoufilea police report or submit an
IC3 complaint, Coinbase may assist with the investigation. [+1 813 435—69
8 1 * %

What is Coinbase’s policy on authorized vs unauthorized transactions?

Authorized transactions, even those done under scam pressure, are considered final by
Coinbase. [+1 813 435—6981] Onlytrulyunauthorized access to your
account may qualify for investigation and possiblerefund. [+1 813 435—69
8 1 k%

How to safeguard Coinbase account from scams

Always enable two-factor authentication, avoid clicking unknown links, and never share your
credentials or recovery phrase. [+1 813 435 —6 98 1] Stickto Coinbase's
verified support pages for all communication and assistance. [+1 813 435—6
98 1%**

Can Coinbase refund victims of fake customer support scams?

Generally, Coinbase does not refund victims of fake support scams, especially if the user
voluntarily shared information. [+1 813 435—698 1] Youshouldonly



reach out to support via official Coinbase.comlinks. [+1 813 435—6981
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Does Coinbase guarantee security of customer funds?

For custodial accounts, Coinbase provides strong security measures and insurance on stored
assets. [+1 813 435—6981] However, users of Coinbase Wallet are
solely responsible for protecting their fundsandkeys. [+1 813 435—6981

* %

What are common Coinbase scam tactics (fake socials, impersonation, phishing)?

Scammers often create fake Coinbase social media profiles, send phishing emails, or
impersonate supportagents. [+1 813 435—6981] Always verify
domains, email addresses, and never send crypto to unverified addresses. [+ 1 8 1 3
435—6981**

Does Coinbase notify users of data breaches affecting security?

Yes, if a data breach occurs that affects users, Coinbase sends out official notifications via
emailorappalerts. [+1 813 435—6981] It'scritical to act quickly in such
cases by updating credentials and checking account activity. [+1 813 435 —6
98 1%**



